
Trusted Timing Services for 
Untrusted Cloud-Edge Systems

Fatima Anwar
fanwar@umass.edu
UMass Amherst

In collaboration with my PhD advisees:
Yasra Chandio, Adeel Nasrullah, Khotso Selialia, Momin Khan, Abdullah Soomro



Outline

1. What are cloud-edge systems

2. Usage of System Services in cloud edge systems

a. Timing, Tracking, Learning

3. Timing Vulnerabilities in System Services

4. Threat Model

5. Trusted Time Architecture



What are cloud-edge systems?



Networked Cloud-Edge System



Untrusted Cloud-Edge System



Usage of Timing Services



Time Vulnerabilities in Timing Services



Usage of Tracking Services



Time Vulnerabilities in Tracking Services



Time Vulnerabilities in Tracking Services



Time Vulnerabilities in Distributed Learning 
Services



Why can’t we trust time?



Threat Model



Redesign Timing Service:
Trusted Time Architecture



Trusted Time Architecture





Processor Clock - Big Picture



Cost v/s Accuracy



Usage of Passive v/s Active Mode



Summary

1. Introduced cloud-edge systems with examples

2. Shown usage of System Services such as timing, tracking, and learning in 

cloud edge systems

3. Demonstrated Timing Vulnerabilities in System Services

4. Demonstrated a processor clock in Trusted Time Architecture and shown its 

application scope


