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Overview – What is PTP?

• The IEEE 1588 standard Precision Time Protocol standard (PTP) is a follow-on to 
the well known Network Time Protocol (NTP) which provides highly accurate 
(nanosecond or better) synchronized data center clock signals. 

• Cyberattacks which destroy clock synchronization have devastating 
consequences. 

– Does not preserve order of transactions; critical issue for IBM Z Systems and Next Generation 
GDPS

– Impacts event scheduling (backup/recovery with incorrect timestamps) including recovery time 
point/objective, causality violation 

– Induce time skips, temporal vortex, or complete loss of clock synchronization to all clients 

• Timing channels can also be co-opted to infiltrate/exfiltrate data even if 
timing network is not connected to the Internet
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with Scapy 
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PTP v 1.8 – Ubuntu Linux 17.1
Hardware Time Stamps

Attack does not require physical access
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Covert Channels & Vulnerabilities
• Covert channels transfer information between processes that are not normally 

allowed to communicate based on cybersecurity policy
• Ideally the communication is difficult to detect by other processes unless all meta-

data fields are validated, and does not obviously impede normal operation
• Covert channels were not designed for communication, and therefore often exhibit 

low data rates, lack of redundancy/retransmission or error correction capability
• Often used for data exfiltration or to install/update malware
• Prior documented examples include DNS, NTP, and others (see N. Tsapakis, 

Virusbulletin.com, April 2019)

• Vulnerabilities may exist if metadata such as a packet header field is not validated, 
making the field vulnerable to different types of data injection attacks
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PTP Packet Headers as Covert Channels
1. Sniff for incoming packets to determine the next 

sequence ID (only to avoid packet collision).
2. Construct spoofed packets, for example 

• 8 bytes is inserted into the correction field during 
packet creation.

• 8 bytes can also optionally be inserted into the clock 
identity field.

3. Read hexadecimal data from a text file to simulate 
data exfiltration.

4. Send spoofed packet to source node.
5. Send packets in time intervals that mimic normal 

occurrences.

Undetectable for certain packets, such as 
delay_request messages 
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• Covert Communication Channels for PTP demonstrated experimentally
– Correction Field as used in Delay_request field and 

Sync Followup field (non-colliding sequence IDs, i.e. enterprise profile)
– Reserved Field
– Detectable exfiltration in three other channels 

Covert Channel Summary

Header Field (Announce Packets) Data Exfiltration / Covert Channel Data Injection Attack

Grand Master Clock ID Exfiltration possible, not covert Intermittent Temporal Vortex

Grand Master Clock Accuracy Exfiltration possible, not covert Intermittent Temporal Vortex

Origin Timestamp Sec and Origin 

Timestamp Nanosec

Exfiltration possible, not covert Intermittent Temporal Vortex

Reserved Field Covert Channel None

Correction Field (also for Sync Packets and 

Delay_Request Messages)

Covert Channel MITM Attack
Clock Frequency Attack
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No need to spoof sequence IDs

200-300 spam packets/second

Announce DoS – spam announce 
packets at the follower
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We do not need to know the IP address
of the follower since multicast is supported; the 
multicast address (224.0.1.129) and port (320) always 
remain the same.

The clock ID of the follower is not required.

We only need to know the MAC address
of the PTP enabled switch. 

Although the follower recognizes that something is 
wrong (as reflected in the syslog and management 
console logs), it still accepts our spoofed SYNC 
packets.

Source Spoof – pretend to be the main clock source 
and send false data to the followers 
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Fake the whole PTP process and 
pretend to be an atomic clock

Follower communicating with fake source

Atomic Source Takeover
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Clock Frequency Manipulation Attack
• Spoof packets with large amounts of data in correction field
• Clock frequency exceeds max value, unable to synchronize with source
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• Covert Communication Channels for PTP demonstrated experimentally
– Correction Field as used in Delay_request field and 

Sync Followup field (non-colliding sequence IDs, i.e. enterprise profile)
– Reserved Field
– Detectable exfiltration in three other channels 

• Three zero day vulnerabilities identified and attacks experimentally demonstrated
– Intermittent temporal vortex (inject data GM clock ID / accuracy fields)
– MITM injection attack on the correction field  

(injects packets to introduce large follower clock offsets in boundary configurations)
Disables PTP4L outputs, further investigation required

– Clock frequency attack, i.e. Master Spoof Variation DoS
(directly affects the clock frequency, not just the offset)

Conclusions
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