Detecting Manipulated Spaceborne Positioning and T

his poster describes a-pfaohcept groubased harness for detecting manipulated GPS positioning and t
INn reatime by croshecking with information coming from additional sources. This trustworthy and resilie
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=== anomalies over andOticamile swath of airspace near theHoailgorth airport in Texas.
Findings from the US Department of Homeland Security highlighted tw@neharaten:
~ on third party identification, detection and reporting of GPS intgiflerekoé iadépender
automated technology for monitoring of GPS interference signals over the continer
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A 50 nautical mile radius around Denver International Airport affects areas north as far as Fa Cathpscalomg gued Three

corridor, and also includes communities in the Denver metro area, Boulder, Longmont and Greeley. e notic
reach thousands ofawaiation businesses and critical infrastructure operators in these regions who migRSOESSiary
affected, yet unaware of it. Loss of spaceborne positioning and timing signals can be detected and m|iigéte
technologies, but manipulation attacks (such as spoofing) are more difficult to discern. These include SSYRCHTONO s
like meaconing and the more severe threat of synchronous attacks which can cause smooth and gradua Sp—fg gl
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mobile tactics. This can result in Iinterference, confusion and obscuring the intended targets.

Needs and Challenged/e argue that independent automated technologies are needed for unattended monitoring of space
wawcl INnterference, with timely alerts for investigation and mitigation. These solutions should be readily repr
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penlll €Xtensible, and involve a repertoire of mathematical and statistical algorithms for detecting a wide rar
omm However, the proposed solutions thus far in literature are typically complex and not economically feas
deploy outside controlled environments, and therefore lack meaningful sensory coverag&and mobilit
scenarios. In contrast, this poster provides a practical guide for assebdaded) lmagnesador detecting

manipulated GPS positioning and timing using mature teemaolaiipsyaducts, and services.

This proaffconcept Is for detecting manipulated GPS positioning and-timexdtinarsiists of two tamper
resistant indusitandard computing systems that are enclosed in a hardened chassis and connected «
crossover cable. No additional networking infrastructure Is needed. The first systeml\%gﬁ% Pgns'glng%
to maintain U-&Ccuracy and geolocation awareness, while the second system uses sifdnale fram tha
Irildium satellite constellation to monitor the accuracy performance of the first system @ E

Both constellations are independently operated and have characteristics that make them, as a whole, ¢
completely inoperational. The systems use commerciaBlecéordes? &and Satelles for Iridium, to capturegs
Industry standard formats. The positioning and timing information iIs then delivered to Windows Server @E
bus Inside a secure, tampestant system enclosure. Each Windows Server core opeigéaasaaian
is also configured with Windows Subsystem for Linux, running Ubuntu. This allows \
operation of both Windows and Linux apps on the Windows desktop. In addition to
for implementing commesthieshelf software products and services, the harness is
development environment for solution developers, providing access to ecosystems; =
shareware, and epeurce software to meet different needs. A fuller descriptio®f thi f
concept harness can be found at the QR code. i
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