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PNT* cyber threats are at an all-time high everywhere and 
growing in sophistication and tactics

Can your smart grid/substation timing survive the next cyberattack?

GPS/GNSS

*Positioning, Navigation & Timing. Timing enables P & N



Tighter NTP-to-PTP data timestamping accuracy requirements

source: NASPI Time Sync Task Force Report, 2017
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https://www.naspi.org/sites/default/files/reference_documents/tstf_electric_power_system_report_pnnl_26331_march_2017_0.pdf
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What are the PNT cyber threats & GNSS vulnerabilities?
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Trusted timing architecture in core stations & substations
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Trusted timing management functions in secure smart grids

Neural AI/ML intelligence for self-survivability, end-to-end control, visibility 
& trusted PNT
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THANK YOU!

Need help?        Contact me at ndefalcis@adva.com 


