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Critical Infrastructure/Key Resource Sector Uses GPS Timing?
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Communications Sector
Emergency Services Sector
Information Technology Sector
Banking & Finance Sector
Healthcare & Public Health Sector
Energy/Electric Power and QOil & Natural Gas SubSector
Nuclear Sector

Dams Sector

Chemical Sector

Critical Manufacturing

Defense Industrial Base Sectors
Postal & Shipping Sector
Transportation Sector

Government Facilities Sector
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Commercial Facilities Sector
National Monuments and Icons Sector
Agriculture and Food Sector

Water and Wastewater Sector
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Civil GPS Vulnerabilities

-m

Unintentional Solar radio bursts

Intentional Denial of service via RF noise
SJelelelili -8 Meaconing Record and playback of entire RF spectrum
Security Code Estimate security code on-the-fly and playback

Estimation and Replay  with estimated value to defeat security enhanced
GPS (not publically available)

Data Bit Forgery Alter ephemeris or leap second indicators



Civil GPS is Vulnerable to Spoofing
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GPS Spoofer
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Radionavigation Lab ' have successfully
demonstrated that a drone with an unencrypted GPS
system can be taken over by a person wielding a GPS
spoofing device. You can see avideo accompanying
a Fox New. jon it, as well as avideo here of an
experiment conducted by the researchers, led
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EXCLUSIVE: Drones vulnerable to terrorist
hijacking, researchers say

Drone Hijacking? That’s Just the Start of GPS
Troubles

July 6,2012 | €:30 am |

Print A small surveillance drone flies over an Austin stadium, diligently following
a series of GPS waypoints that have been programmed into its flight

e computer. By all appearances, the mission is routine:
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Suddenly, the drone veers dramatically off course, careering eastward

from its intended flight path. A few moments later, it is clear something is

[ £[E seriously wrong as the drone makes a hard right turn, streaking toward thy

south. Then, as if some phantom has given the drone a self-destruct

order, it hurtles toward the ground. Just a few feet from certain
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* GPS "spoofing" could pose serious risk to markets



University of Texas Spoofing Testbed
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Civil GPS: Telecom Network Vulnerabilities
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Standard |Accuracy Accuracy

CDMA2000 10 ps 100 ppb

GSM - 100 ppb

WiMAX 1 us (TDD) 8 ppm

LTE 3 us (TDD) 250 ppb
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Civil GPS: Smart Grid Vulnerabilities

Operational system in Mexico on
the Chicoasen-Angostura
transmission line

— Automated PMU-based control

— Connects large hydroelectric
generators to large loads

— Two 400-kV lines and a 115-kV line

Large phase angle offsets (>10°)
induced in minutes

— Protects against generator instability
during double fault by shutting down
generators

Spoofing attack can cause PMUs to
violate IEEE C37.118 Standard
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Commandeering a UAV via GPS Spoofing

Target UAV

Receive Antenna External Reference Clock

\ Spoofed Signals as a /
“Virtual Tractor Beam”

Control Computer

Internet
or LAN
A

GPS Spoofer Transmit Antenna

UAV coordinates from
tracking system




WSMR Test Setup







NTP/PTP Timing Attacks

Unintentional Network failure

Intentional Denial of service (flood network with bogus traffic)

Delay/Replay Man-in-the-middle rebroadcast to alter delay estimates

Masquerade Act as false grandmaster

Message Modify message content
Modification

J. Tsang, UBC, LERSSE-TR-2006-02



Detection Strategy for Cryptographic GNSS
Anti-Spoofing

Todd E. Humphreys

Abstraci—A strategy is presented for detecting spoofing attacks
against cr\'ptugraphlcullt =secumed Global Navigation Satellite
System (GNSS) als trategy is applicable both to
military G i System signals and to proposed
security-enhanced cf nals, whose trustworthiness is
increasingly an issue of natienal security. The detection strategy
takes the form of a hypothesis test that accounts for the statistical
profilke of a replay-type spoofing attack. A performance and
robusiness evaluation demonstrates that the detection test is both
powerful and tolerant of some uncertainty in the threat model.
The test is validated by experiments conducted on a spoofing
testhed.

Keywords: Crypographic anti-spoofing. GNSS security.
(GNSS spoofing detection.

L INTRODUCTION

Spoofing is no longer a concern only for military Global
Positioning System (GPS) users. Spoofing attacks, in which
counterfeit GPS signals are generated for the purpose of
manipulating a target receiver’s epored position and time,
have been demonstrated with low-cost commercial equipment
against a wide variety of civil GPS receivers [1], [2]. The
growing dependence of critical civil infrastructure on GPS—
for transportation. communication. energy distribution. and
banking and finance—makes civil GPS spoofing not only
an economic and safety threat but also a matter of national
security | 5].

Military GPS signals have long been proiected against
spoofing by a cryptographic anti-spoofing technique whereby a
binary chipping sequence that is only predictable to authorized
users modulaies the GPS carier [6] A growing literature
recommends similar techniques be applied to profect civil
GPS signals [7], [E] and other Global Navigation Satellite

siem (GNSS) signals [9], [10]. As opposed to anti-spoofing
fizchniques that dzpend on accurate inertial measurements [11]
or multiple antennas [12]. cryptographic spoofing defenses are
attractive because they can be implemented without additional
hardware. Navigation message authentication (NMA), the in-
sertion of a public-key digital signature into the low-rate (5
Hz) civil navigation message stream, is viewed as a practical
near-term appma;h to securing civil Gb signals [7]1-9].
[13].

For cryptographic techniques to be effective against GNSS
spoofing, a proper detection test must be implemented within
each secured receiver. What littke has been written on this
subject in the open literature has observed that spoofing can be

address l)cr\amml o A nearing,

detected as a drop in the comelation power over an encrypled
interval [7]. But this simple detection technique is far from
optimal against an attack in which the spoofer attempts to
estimate, manipulate, and replay a cryptographically-secured
GNSS sipnal in real-time. It is especially ineflective for
NMA-secured signals. which manifest no detectable drop in
the standard correlation power under a replay attack. What

is needad is an open and thorough statistical treatment of

spoofing detection problem for cryptographically-secured

paper makes three principal contributions. First, it
develops a modzl for sophisticated spoofing attacks against
security-enhanced GNSS signals. Second, it derives a unified
near-optimal detection strategy for such attacks. The strategy
is applicable to both low-rate cryptographic techniques such as
NMA and high-rale techniques such as legacy military GPS
Y-code encryption. Third, and contrary to a previous study
[14], this paper demonsirates that with a proper detection fest
NMA is effective for anti-spoofing. This result is significant
given the immediate need for a practical defense against civil
GNSS spoofing.

I, GENERALEZED MODEL FOR SECURITY-ENHANCED
GNSS S1GNALS
Consider the following model for the digital signal exiting
the radio frequency (RF) front-end of a GNSS receiver:
Yi = wipey cos( 2w fipfy + 0) + Np (1)
Here, at sample index &, wy is a +1-valued security code with
chip length Tiw, ek is @ known +1-valued spreading (ranging)
code with chip length T'. t, is receiver time, fip is the
intermediate value of the downmixed carrier frequency, #; is
the beat carrier phase, and N is a sequence of independent,
identically dl\ll'lb'l.l.k‘d zero-mean Gaussian noise samples with
\an.anoc % that model the effects of thermal noise and
interfiel signals. The variance o and the unity signal
.ampmudc imply & carmrier-to-noise ratio

(2)
where T, is the sampli:

This model considers only a single GNSS signal come-
sponding to @ unique combination of spreading code and
carrier frequency. A single-signal model is appropriate because
although a spoofer may generate counterfeit replicas of an
entire ensemble of GNSS signals, the spoofing detection
problem can be treated at the level of individual signals within
the ensemble.

Practical Cryptographic Civil GPS
Signal Authentication
Kyle Wesson, Mark Rothlisberger, and Todd Humphreys
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L INTRODUCTION
[n thc decade since Selective Availability was discontinued
il technologies based on the Gilobal Positioning

Sys (GPS) have become ubiquitous and the GPS service
has easily achieved the stated goal of the new policy regime,
which is to “encourage acceptance and integration of GPS
into peaceful civil, commercial, and scientific applications
worldwide: and to encourage private sector investment in and
use of US. GPS technologies and services” [1]. Also over
the past decade, the concept of national security has evolved
from a focus on protecting military and critical government
resources to a broader ambit that includes the protection of
vital elements of civilian and commercial infrastructure. Civil
GPS is a critical component of the national infrastructure;
hence, GPS security is a matter of national security.

In 2001, the U.S. Department of Transportation published
a report assessing the vulnerability of the U.S. transportation
infrastructure to disruption of civil GPS [2]. Known as the
Volpe mport, it highlighted the threats posed by spoofing and
meaconing attacks—methods by which a victim GPS receiver
is deceived into tracking counterfeit GPS signals. At the time,
the open literature contained little research on such attacks
and possible countermeasures. Accordingly. the report recom-
mended further study of GPS spoofing and development of
civil GPS anti-spoofing echnigues. Global Navigation Satellite
System 8%) security mesearch over the past decade has
made much progress toward this goals [3]-{11].

It is convenient to distinguish cryptographic spoofing de-
fenses, which rely on secret that encrypt or digitally sig
components of the broadcast signals, from non- cr\plonraphuc
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defenses, which do not depend on encryption or digital signa-
tues. Among non-cryplographic defenses, the multi-antenna
defense [10] appears to be one of the strongest, although it
remains vulnerable to the coordinated spoofing attack explored
in [9]. This defense mquires two of more antennas spaced
by an appreciable fraction of the approximately 20-cm GPS
signal wavelength, which would lend to increase receiver cost,
weight, and size. As a result, the multi-antenna defense is
unlikely to be widely adopted by commercial GPS manufac-
turers. This is also true of other non-cryptographic defenses
involving inertial measurement units or other hardware, which
would exceed the cost, mass, or size constraints of a broad
range of applications.

antt)nmphlt spoofing defenses are attractive because they
offer ificant protection against spoofing melative to the
addmonaj cost and bulk rcquured for implementation. While it
must be conceded that no anti-spoofing echnique is impervi-
ous to the most sophisticated attacks, a cryptographic defense
significantly raises the bar for a successful attack and can be
combined with non-cryptographic spoofing defenses for better
security than either category could offer separaiely.

Several civil GPS cryptographic spoofing defenses have
been proposed whose implementation would require funda-
mental changes to the legacy GPS signal structure (e.g.. [3].
[4]. ). These defenses are unl v o be implementad
over the next decade given the static nature of GPS signal
definitions [12].

A growing literature suggesis navigation message authen-
lication (NMA) is a pmmcal basis for civil GPS ignal au-
thentication [3]. [&], [7]. [13]. In NMA, the low-rate navigation
message is encrypted or digitally signed, allowing a receiver to
werify that the GP'S Control Segment generated the data. NMA
could be implemented without fundamental changes to the
GPS Interface Specification by exploiting the extensibility of
the modemn GPS civil navigation (CNAV) messaging format.
Moreover, NMA has been proposed for implementation in the
European Galileo GNSS [5], [14].

Strictly speaking, NMA only authenticates the navigation
message. Reference [15], which considers NMA for civil GPS
anti-spoofing, recognizes this fact and further concludes that
INMA is not useful for authenticating the underlying civil GPS
signal. Contrary to Ref. [15], the combination of this paper and
the statistical kest recently developed in Ref. [16] demonstrates
that NMA can in fact offer comprehensive civil GPS s
anthentication if it is paired with timing authentication b
on statistical hy pothesis tasts.

The present work offers four main contributions beyond
those given in [3], [SH[7]. [13]. [14]. First, it develops a




Security-Enhanced GPS Signal Model

Yy, =wgcp cos(2m frpty + 0r) + N
=Wk Sk -+ Nk

e Security code wWg:
— Generalization of binary modulating sequence

— Either fully encrypted or contains periodic
authentication codes

— Unpredictable prior to broadcast



Attacking Security-Enhanced GPS Signals

1. Record and Playback (Meaconing): record and re-broadcast
RF spectrum

Yi = owp—aSk—d + N i+ Wk Sk + Ni

re-broadcast with delay d
and amplitude «

2. Security Code Estimation and Replay (SCER) Attack:
estimate security code on-the-fly without additional noise

Yk = Ck%&k_dsk_d +HWESk + N;C

security code
estimate w



How to authenticate a GPS signal?
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Declaring a Sighal Authentic

From time of verifiable non-spoofing event:
1. Logical S remained low

2. Logical H; remained low

3. Ppremains above acceptable threshold

P, = Bl [Y]




Security Code Estimation and Replay Detection:
Hypothesis Testing During an Attack

Authentic signal only
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Humphreys, T.E, “Detection Strategy for Cryptographic GNSS Anti-Spoofing,”
IEEE Transactions on Aerospace and Electronic Systems, 2012, to appear
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-Challenges

e Can’t trust civil GPS receivers to deliver secure time

e Can’t defend against a near-zero-delay meaconing
attack

e Can’t verify pending leap second changes in advance

e Can’t catch a patient time saboteur by comparison
with local clocks

* Can’t distinguish multipath from spoofing on dynamic
platform

e Can’t trust other time systems

* Can’t make strong guarantees: timing demands a
probabilistic security model




Sources of Time and Frequency
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10 ns Time Accuracy — 0.1-15 ms Time Accuracy
1 x 1013 Frequency Stability — 1x107%9-1 x 1012 Frequency Stability

ITS* (NTP) ITS* (PTP)

— 10 ms Time Accuracy — 0.1 ms Time Accuracy
— 1x107 Frequency Stability — 1x10? Frequency Stability

* Cesium (Cs) Clock

— 10 ns Time Accuracy 10 ps Time Accuracy
— Cannot Recover Time independently Cannot Recover Time Independently
— 1x1073 Frequency Stability 5 x 10°11 Frequency Stability

109 108 107 106 105 104 103 102 101 10°
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The Texas Spoofing Test Battery:
Toward a Standard for Evaluating
GPS Signal Authentication Techniques

External Reference Clock Receive Antenna

National Instruments RF Signal Capture Hardware

Control Computer

GPS Spoofer




Hybrid Cyber-Physical Attacks

GPS Internet Traffic




Security-Enhanced GNSS Signal Model

}rfl — W[ CE COS ( 271—7( ‘I F TLL. + HL) + N k

=W} Sk + N k

* Security code [
— Generalization of binary modulating sequence

— Either fully encrypted or contains periodic
authentication codes

— Unpredictable to would-be spoofer



Attacking Security-Enhanced GNSS Signals

1. Meaconing: Spoofer records and re-broadcasts entire block of RF
spectrum containing ensemble of GNSS signals

}7!1 = QWk—dSk—d + Nm..., kT WESk + N k

2. Security Code Estimation and Replay (SCER) Attack: Spoofer estimates
unpredictable security code chips from authentic signals on-the-fly

YTL = QW k—dSk—d + WESk + N k




Security Code Estimation and Replay Detection

Inside the Spoofer: JI7MMSE ()
Security Code Chip Estimation tanh (gz(()n)) ' >

T MAP
sen(-) () >

ﬁf ML ( n)

-
-

Inside the Defender: Detection Statistic Based on Specialized Correlations
Y : e ——————— A
0.2 ' :

N — £ H"R ' . P . F :'
> 04 B(tn) assuming Wi(n) = '[-*1-';“*@(-11)

AV W (1) = TVAMSE




GPS Errors & Accuracy

Ephemeris errors in r': 2m
Transmitter clock errors: 2m
Residual lonospheric delay: 4m’
Tropospheric delay: 0.5m
Multipath (reflected signals): 1 m#
Receiver noise: 0.5m

Multiplicative effect of geometry (GDOP)

Typical accuracy: 10 m/axis, 30 nsec in time, 0.01 m/sec
velocity

" for single-frequency receiver w/model corrections, error > 15 m
possible in unusual ionospheric conditions, low elevation

#error > 15 m possible in strong multipath environments

30



