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Black Swan Events \}Ta"’ga

Nassim Nicholas Taleb
2007 “The Black Swan” \

= Surprise to the observer
= Significant impact

= With hindsight — could
have been predicted

What is the cost of loss of time accuracy?
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Loran Background

= USA Switched off Loran-C
= Russia, India, Saudi Arabia, Korea

Operational : . :
= France Switched off Loran-C Control 0 8
Centre Brest — Dec 315t 2015
— France - Lessay & Soustons . i 4
— Denmark — Ejde g _ m
— Germany — Sylt Yoy 3 (s
— Norway — Vaerlandet, JanMayen, Boe, =N <
Berleva e
= Anthorn UK eloran station not e Snee

switched off!
— National Security
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eLoran Today \V

= UK - Anthorn/EU — Timing Testing
— Anthorn given “Master” status

= USA - Wild Wood NJ — NYSE Trials

= Korea — Recent GPS Jamming by North Korea

File Miew Window Abouk

T

Timestamp: 1842857 .25 Yersion: 1.0 Moize Loop 1: 45,51
Update Interval: 1.00 Clock status: FINESTEERIMG Moize Loop Z: Ja.22
Integration Time: 10.00 Clock error: (1. 0000E +00 Mum Stations: 2
|Station =35 I SNL I E-0] I ECD I CI-0 I State I TOA {ush I Loppler I LockTime I
5731HM E1._323 10 72 0.882 -0.831 0O.520 Ox0z00 1224 0085 -3_.41E-009 122309059 _00
5731 E0_ 323 9.73 0.885 -0_9&0 O.&620 Ox0z00 ZBLE3.9945 -LE_DZE-0039 121350000
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UK Anthorn Operations N/

= UK Government Support
— On grounds of National Security

" Maintained UTC Traceability
— Despite France switching off CCB!

= Planning a Resilient Timing Service
— Terrestrial UK navigation service
— Maritime navigation service
— Expansion into neighbouring countries
— Conversations with Governments

Anthom Atennss: @Martin and Jean Novgste
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= \Was traceable to CCB Brest in France
= Dec 2015 Cs steered to UTC (GPS)

— Using development system “CsWatch”

— Steers Cs to UTC using equivalent of 30 day loop
time constant
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Current UK Research Project "%

" |Innovate UK —the “GAUL” Project

Tek g Trig'd M Pos: 36.00ns SAYESREC
+ ]

Action

— Galileo Assist Using eLoran
= Using the Loran Data Channel .
— GNSS ephemeris
— Local eLoran ASF offset R
— Enables UTC alignment for indoor eLoran Rx

EDTR Indoor
[ Local ASE Anthorn Tx o P }
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Anthorn Timing Results s

Microsemi TimeMonitor Analyzer

Phase deviation in units of time: Fs=899.4 mHz: Fo=1.0000000 Hz: 2016/05/05; 19:07:51

1 {blue): HP 53132A; Test: 1471. A: CCRP11. B: PRS45A. eloran H 1pps. Samples: 907824; Gate: 1 5. Start: 526000. Total Points: 1432823; Ref ch2: 10.00 MHz: TI/Time Data Only. Tl 1->2. 53131A sn 13743; 2016/05/05. 1
2 {red): HP 63132A: Test: 1469: A EDTRO1. B: PRS4bA: GPS Ipps. Samples: 807824: Gate: 1 s Start: 5256000: Total Points: 1432823: Ref ch2: 10.00 MHz: Tl/Time Data Only: Tl 1->2: 63131A sn 6668. 2016/05/05: 19:07:6

240
nsec

{30ns/Div - - | N | M‘,,ﬁ..,w”'lw

Ay
nsenidi 777777777777777777777 | 77 - | 777777
‘ c A
STVl A7) A B . [ Slope = Ref Cs } """""""""""""""""""""
| i W | |
i ﬂn I L ——.————- : . S
T 1 1 | 1 1 | | 1 e
e om0 [1 Day/ Div} { 10 Days }

{ Red — GPS outdoor antenna. Blue eLoran indoor H-Field antenna }
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Microsemi TimeMonitor Analyzer

MTIE; Fo=1.000 Hz. F5=999.4 mHz; 2016/05/05; 19:07:51

1 {blue): HP 53132A; Test: 1471; A: CCRP11. B:PRS4bA: eloran H 1pps: Samples: 907824. Gate: 1s; Start: 526000: Total Points: 1432823; Ref ch2: 10.00 MHz: TIfTime Data Only; Tl 1->2; 53131A sn 13743; 2016/05/05; 1
2 (red): HP 63132A: Test: 1469. A EDTRO1: B: PRS4bA. GPS 1pps: Samples: 907824. Gate: 1 s; Start: 525000 Total Points: 1432823. Ref ch2: 10.00 MHz: TI/Time Data Only: Tl 1->2; 53131A sn 66568; 2016/05/06: 19:075

naes //. . ° o
L4 —
r'd - ——
= - = hli
G.8272PRTC , . +*°
I gyl
a8y’ 10 Days |

1.001 908.4
ksec

nsec

Red — GPS outdoor antenna. Blue eLoran indoor H-Field antenna
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elLoran Timing Evaluation NYSE

i eLoran Transmissions
Massachusetts
E™ from former USCG

Loran Support Unit

Wildwood, NJ

S — Synchronized to UTC via
Pennsylvania 3 % . O Two Way Satellite Time

; Transfer (TWSTT) provided
by US Naval Observatory

— 360 kW of Effective
Radiated Power

— Broadcasting dual rated as
8970 Master and Secondary

" Former LSU ;
wildwood, NJ — Data sent via LDC only on

Secondary rate at raw data
rate of 56 bps and effective
data rate of 21 bps

Virginia

7
//% Leaders in what’s now. Innovators of what’s next.
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Demonstration Results — NYSE

ﬁ UrsaMav ELEGANT - UN15X eLoran Equipment Group Analysis Toal |E”E”E‘
File View Window About
< TOAA Logs =]
Timestamp: 567638 Version: 11 Noise Loop 1: htt 0 I e t I C E N YS E .l ° W b t
Update Interval: 1.0 Clock status: FIMESTEERING Noise Loop 2: p [} Ive s re a m ° co m u n I pe r e ca S
Integration Time: 1000 Clock error: 01,0000 +00 Hum Stations:
Staticn 558 ‘ SNR | B-Q | ECD ‘ C1-Q | State | TOR (us) ‘ Doppler ‘ LockTi
83704 | 53.05 €.70 | 0.735 | 0.023  0.460 | 0x0200 7758051 1.572-010 5667.38 P0G, OTC 5E6T 35, 20508 5354 20Tk £.T5,15, 22 J0 2550
25 | cos |07 |-oase 2 . e s $PURS ITC 566233, 2000015384 0 2016.4.13.15,.22.21 26766
RIE 5329 6.9 | 060 0.0 80 | CaEO0 %0 LR 38| PURS T 5863 38 200961684 0 2016 41815 22 20 A
$PURS.UTC 5664.38,-2029216384,0,2016.4.19,15,22,23.26°68
$PURS.UTC 5665.38,-2026816384,0,2016.4,19,15.22,24 2665
$PURS UTC 566,30, 2026416384,0 2016.4,19,15,22 25 26768
$PURS UTCBRE7. 38, 202801 6384,0 2016.4,19,15,22 26 2660
$PURS.UTC 5668.38,-2027616384,0,.2016.4,19,15,22,27. 2664
ﬁ LCPOSA Logs — A 1 oA — ==l SPURS [ITC RRRY 38 - 0271 384 12016 4 1915 22 28 JF+EN
i . 7 UrsaNav ELEGANT software - TIC Analysis tool =N = )
ime:
Lat: ooyl File Edit SelectTICs Plot Options  About
Lon: [.000
HDOP: 000 Time Interval Counter measurements A o
ril 19, 2016
Number of Loi — eLoran I UrsaN av p 4
ELEGANT Software
Loran Re.
E=mE i Indoors at NYSE
s istance to XMTR: 130 miles
TIC Master None - Sca Ie . +/ 50 nS
@ [~ Deviation from Mean L]
; S STD: 7.1 ns
[ i) ]
: : =] Mean: -16.1 ns
- v Fix Y-aris Max |50
bl [0 [ ——
¥7 Monitor: File Humber of peints: ell=]=]
Serial Data: 900 May |300 St
$FURS,T0A,1 ;
0046351208 Staisics
0.065.0.480,020 N TIC Name Mean Std
$PURS.TDAAT S0t r r ! ! eloran -18.1 7.1 ns
(0,46.35,12.08.4 600 &00 1,000 1,200 1,400
(0,066,0.480,0201 Epoch (s}
$PURS.LCPOSA
$PURS.LCRSDA

$PURS. LCPOSAT T T w,,..... 00

$PURS.LCRSDA,1.0.5675.38 N N 018

$PURS AMSGA,1.0,5680.59,897 0 1E1914190F00041710,1,7°38

$PURS NINTHPULSELITCA,1.0,5680.69,8970%,2016,4,19,15,23.5.359200,26"54

$PURS.UTC 566138 -2022416384.0,2016.4,19,15,22. 40,2668

$PLIRS EVT 5EB1.38.5682, 15091139046

$PURS HDGA,1.0,5681 381N 44.00,0.0,0.0°5F

$PURS.TOAA,1.0,5676.38,1,10 FINESTEERING 0.00000=+

00,46.35,12.05,2,8970M 53.05.5.70,0.755,0.029,0,460,0200,779.8051,1.5724e-10 5667, 38,8971, 53.29 6.95,0. 760 -
0.096.0.480,0200,31543.8096,1.21 38206 5667 3956

ACIAR TAAA 44 EPTE 0 A0 FN4AA AETTAE AN E AN A 10 FINEETE RIS A AAAAT. .

Leaders in what’s now. Innovators of what’s next.




Coverage From Former Wildwood, NJ Transmitting Site

LG B
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2014 FRP Coverage Area. —360 KW transmissions. 1 MW transmissions.

77
ﬁUrsaNav Leaders in what’s now. Innovators of what’s next.
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UTC Delivery

What can Possibly Go Wrong?

A

16/06/2016 ©Chronos Technology: COMPANY PROPRIETARY 15



J\\ Taviga

Jamming & Spoofing - Who and Wh

" Privacy & Covert Operations — Mainly Jamming
— Personal Aggravation Disruption
— Personal Privacy

— Criminal Privacy ‘v

— Organised Crime Gangs (OCG)
= Cyber Security — Service Denial — Jamming &

Spoofing

— Cyber Crime

— Civil Disruption/Terrorism

— Nation State




Personal Privacy — Case Study d\“ra"! 22

= Resilient Timing
» System using Rb/OCXO

GPS based
ase_ “holdover not impacted
fleet tracking bv i i
technology Y SIS

used here



Professional Car Thief - Toolkit \“Ta"'ga

= GPSL11575.42 MHz 2W

= GPSL21227.60 MHz 2W

= GPSL51176.45 MHz 2W

= WIFI11b/g/n 2.4 GHz 2W

= Remote Control 315MHz 3W

= Remote Control 868MHz 3W

= Remote Control 433/434MHz 3W
= Lojack 173MHz 3W

= Disables......

— Remotes for Cars, Garages, Gates - 315/433/868 MHz
— CCTV, UAVs, Quadcopters, Drones - 2.4 GHz

$1,250 www.jammer4u.com ‘

16/06/2016 ©Chronos Technology: COMPANY PROPRIETARY 18
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Korea — GPS _]amming W‘Q\Taviga

S

Intentional High-Power GPS Jamming

[The Central Radio Management Office, South Korea]

Aug 23-26, 2010 Mar 4-14, 2011 Apr 28 — May 13, 2012
(4 days) (11 days) (16 days)
J G
amfner Gaesong aesong, Gaesong
locations Mt. Gumgang
Affected Gi , Paju, : .
Gimpo, Paju, etc. ey Gimpo, Paju, etc.
areas Gangwon, etc.
181 cell towers, 145 cell towers, .
. . 1,016 airplanes,
disruptions 15 airplanes, 106 airplanes, 254 ships
P 1 battle ship 10 ships P

Prof. Jiwon Seo -Yonsei University, South Korea Resilient PNT Forum Il, Dana Point,
California - January 26, 2015

http://rntfnd.orqg/2015/02/01/resilient-pnt-forum-ii-presentations/
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Korea — GPS Jamming - 2016  \>'#%¢2

BAEAE o sen News Sport Weather iPlayer TV Ra Nati Ol‘lal
NEWS

Home UK World Business Paolitics Tech Science Health Education Entertd

Asia  china  India PEOPLE NATIONAL MONEY TECH CULTURE

b Mational= N. Korea=

G b = Al E

Fosted : 2016-04-06 1727
Updated : 2016-04-05 17.25

North Korea 'jJamming GPS signals' near
South border BEeolE

@ 1 April 2016 Asia

“North Korea is using radio
waves to jam GPS navigation
systems near the border

. .. South Korea's ICT ministry said North Korea's disruptions of Global
reg|0 nS’ South KO rean Off|C|a IS Positioning System (GPS) signals, which started last week, stopped as

-0 of Wednesday, although they may resume soon, as the signals have
Sa |d . been constantly lessening and increasing.

N. Korea halts GPS jamming

fiif= Listen
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Impact of similar Jammer on Lond&
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Model No:CTS-BEBOX
Qutput signal strength; 100
m — Effective range: Up to 00~1000 meters
100 Watt Jammer Shard — Floor 72 e a5
24%7 long time warking

= Simulation courtesy Mike Jones Waterproot

Systern: All systems worldwide

— Roke Manor Research Input pawer: 110-240v
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>30 Seconds |

Ewvent Frequency Graph - HUNTSMAN #4

[Gistnbuton 0 montn Bleckss =] wom [0zmazons |2 & o [aoaeoie T, on 1, auring the hours or [B to B .

ofmin. duration [30 s, [exc filtered ~ 3

ondon Stock Exchange!

|
wﬁw i WWmwMM#MWWK1 .
)

R ey
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Spoofing?

= “A GPS spoofing attack attempts to deceive a
GPS receiver by broadcasting counterfeit GPS
signals” — Wikipedia 2016

= Spoof Position
= Spoof Time

= Academic Research topic
— Dr Todd Humphreys

—  https://www.ted.com/talks/todd humphreys how to fool a gps?language=en

= ...until 2015....

16/06/2016 ©Chronos Technology: COMPANY PROPRIETARY 23
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What Happened in 20157

Located at Namco Lake in Tibet but
the cellphone is actually in Beijing.

<

14-02-15 | 08:3214

14-02-15 | 16:321s

08:39m1 | 19:42,

GPS SPOOFING -

Low-cost GPS simulator Try to spoof cars

- Demo video: The car, BYD Qin.was located in a lake center.

HUANG Lin, YANG Qing
Unicorn Team — Radio and Hardware Security Research

Qihoo 360 Technology Co. Ltd.

A Beginners Guide to low
cost Spoofing <£200!

https://www.youtube.com/watch?v=jwJKMti aw0

16/06/2016 ©Chronos Technology: COMPANY PROPRIETARY 24



Space Weather — June 19t 201597

= 11 Year Solar Cycles

= Aurora Borealis

= “Carrington” Event 1859
= Solar Flares (8 Minutes)

= Coronal Mass Ejection e
— CME Nasa
— Up to 2 days

= June 19t 2015 - Impacted UK Broadcast Services

= Met Office — Space Weather Alerts

http://www.metoffice.gov.uk/publicsector/emergencies/space-weather

Univ of Bath
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Rogue Antennas ATaviga

i
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Time
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Poor Installation Practice!

Last 2 weeks
139 Events
Shortest 6 Mins

Longest 10 Hrs
1000s GPS alarms

1 < 4
'L(’ % |

16/06/2016 ©Chronos Technology: COMPANY PROPRIETARY 27




GPS SVN23 — 26t Jan 2016 (ST2vie

January 25t 2016 — SVN23 retired
A -13.7usec UTC offset accidentally set on satellites
= Only impacted (some) timing receivers

g had no id il lled!
USNO had no idea until users called! —
Network Type Region 2 Notes
Generated nearly 2000 alarms and standing
5.00 Fustom A Fiver! Line uK Large condition events throughout duration
LS
i 1 t 1 i Customer B Transport Comms UK Small Customer in panic moede as systems in holdover
SRR B A - T pasus n', P | 0.0 Nearly 2500 alarms generated during event.
1| ! || L | | Customer C Fixed Line Global Large Roughly 40 elements entered holdover due to lack
|| II I|I | of backup inputs.
i II I ‘ | I | fl |'| |'| il Customer D Fixed Line UK Small Element in holdover
o | | | | IR
- - te
usscl v | Il. | | | H | | Customer E Tran Comrms Uk small TimeSource only systems. Caused local switches to
Il I| | | | [ | F go into free run,
| \ | | 3 F z " = q
\ | 0 || I f Customer £ Mobile UK Medium No adverse impact. All systems have backup
\ P \ f h -4 J network feeds and Rb clocks
— = i A ,
| Customer G Private Network UK Small System backed up by Caesium
Difficult to determine number of affected elements
Customer H Mobile UK Medium but majority of elements have backup sync feeds
= P SR ST
uz_o.lfl : .DDrEI PO 1211':',[’ taken from another Telecom operator.
Lt I Custamer | Fixed Line Sweden | Medium | Affected all 55U 2000 units
Py Mabile UK Madiumi Some TImﬂSclurcfz inputs reporting high MTIE and
m Ca S e St u d MTIE alarms on 5502000
fi i
V OiHarE Mobile UK Medium All 5502000 disqualified GPS inputs. Systems
reverted to line timing traceable to another carrier

= Video
— Courtesy Ted Driver at Analytical Graphics via John Lavrakas
= Read the BBC Headlines

16/06/2016 ©Chronos Technology: COMPANY PROPRIETARY 28



Heavy RFl Environment

T - e E e I. A

e | oOts Of events mitigated fu

A R Ll | / epaaty o s - I
R - =, - = Cah A
o CEE T i L [ 1 1

IREIN

5Months DenlalofS rvic

2075-11-01 0140107 Mia-0201 | 2014-05-01 Wia-04 01 " 20140501 2014-06-01 2014-07-01 207405 =]

l Loan of GAJT-700ML courtesy Novatel, Inc. Photo: Canadian Army
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Mitigation Options \J

= Better & Safe (!) installation practice
= Distributed GPS architecture

= Special jam—proof GNSS antennas

= Better holdover oscillators

® Built in redundancy

= Multiple sources of UTC
— Using different technologies
— Over differing transport technologies
— Self checking regime

= UTC - Traceability Through Diversity

16/06/2016 ©Chronos Technology : COMPANY PROPRIETARY
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Further Reading — Reports

= GPS Interference & Jamming
— Royal Academy of Engineering Report - 2011

—  http://www.raeng.org.uk/news/publications/list/reports/RAoE Global Navigation Systems Report.pdf

= Extreme Space Weather
— Royal Academy of Engineering Report - 2013

—  http://www.raeng.org.uk/news/publications/list/reports/Space Weather Full Report Final.PDF

= UK Research — SENTINEL Project s
— Innovate UK, Chronos, NPL, Bath Uni. et al. - 2014 e

—  http://www.chronos.co.uk/files/pdfs/gps/SENTINEL Project Report.pdf
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Further Information - =2

Help protect critical infrastricture for g safer world! HOME | MEWS | ELOG | LIBRARY | CONTACT

RESILIENT “ Search...
JA&L )\, NAVIGATION @
' and TIMING .
FOUNDATION €l IFNNISNIE 8 WHO WEARE | WHATWE DO | GET INVOLVED

5

Industry, academia, and concerned professionals
nurturing advancements in navigation & timing.

The Resilient Navigation and Timing Foundation is a non-profit,
public benefit 501{c)(3) educational and scientific charity.

http://rntfnd.org/

33
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Conclusion \J

= GNSS jamming & interference increasing

= eLoran enhances UTC traceability through
technological diversity

= Roof top antenna not necessary

— Saves $55SS

= Not susceptible to the same challenges as
GNSS

= Proven and tested in the UK and USA

16/06/2016 ©Chronos Technology : COMPANY PROPRIETARY
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charles.curry@taviga.com

charles.schue@taviga.com

www.taviga.com




