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A good way to go beyond the “naming” confusion:
(IoT, M2M, Cyber-Physical Systems, Intelligent Systems, 

Industrial Internet, Connected Devices, etc., etc.)

People

Home Mobile

Business

Things DataWhite Paper at:
http://www.cisco.com/web/about/
ac79/docs/innov/IoE_Economy.p

df
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Laptop

Billion
IP Device

Office & Home

The Evolution of 
IP Networks

Million
Voice

Source: Cisco (maalam@cisco.com)

One Common (Computing, Storage and Networking) Infrastructure: 
The Ultimate Convergence 

of 
Enterprise, Service Provider, and Data Center 

Technologies

Trillion
End Points

From RFID to 
Smart Sensors to 
Machines to More 
Complex Objects

(e.g., a car)

Billion
Mobile Voice, 
Internet, SMS

The Evolution of IP Networks The Evolution of Mobile Networks

“The IoT Computer”
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Enable New Knowledge
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Energy Saving (I2E) 

Predictive maintenance
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Smart Home
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Defense

Intelligent Buildings

Smart Grid 
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Intelligent Transportation
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Central Gateway
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• Security
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• Deterministic networking (wired and wireless)
• ….....
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Highly secure communication from 
car to wider network
 Encryption
 Wide range of VPN technologies
 Secure tunnels to OEM, partners, 

third party applications providers

Comprehensive secure In-vehicle 
protection
 Strong firewall
 Intrusion Prevention
 Anti-virus/malware protection

On-demand secure connectivity
 vehicle-to-vehicle, vehicle-to-

infrastructure

Easy to deploy and manage
 Centralized identity & policy 

management
 Authentication, authorization, 

accounting

Private Cloud
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3rd Party App 
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• Systematic, highly virtualized, secure, and 
network-integrated computing and storage 
located between End-points and Clouds, 
supporting many of the same 
techniques/approaches applied to Cloud 
Computing: 

Virtualization, multi-tenancy, IaaS, PaaS, SaaS, 
automation, ….

 Maybe just another funny name for “Edge of the Network 
Computing” …..
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• Roadside multi-purpose equipment based on 
convergence of routing, computing and wireless 
technologies

• Distributed, multi-tenancy computing model

• Supporting multiple wireless technologies

• Located with other traffic control equipment

• Purpose - Managed Service
Regulate traffic (Traffic Router – cars, IP 
packets, same)
Collect tolls taxes (per transaction fee 
collection)
E-Commerce support
Content delivery
Traffic sensor management (e.g., Sensys)
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Highly Scalable Secure Mobility 
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 Mobile IPv6, NEtwork MObility
(NEMO)

 Single-IP reachability

Seamless User Experience
 Non-stop 99.99% reliable 

connection management
 Application-aware, flow-based 

connectivity
 Seamless Handover: 3G -> wifi

 Session persistency
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Public/Private Cloud
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• LISP (Location Identity Separation Protocol with IP-in-IP) 
was originally designed as a scalable routing architecture for the 
Internet

• It turns out that LISP offers native 
support for:

Mobility with route optimization,
Multi-homing,
Dual Stack (IPv4, IPv6)
Network Mobility

• Clear separation between control and data plane is well 
suited for over-the-top deployments

Enabling an ecosystem of LISP Service providers to deploy global mobility 
applications such as the Connected Vehicle



© 2011 Cisco and/or its affiliates. All rights reserved.  Attorney-Client Privileged Cisco Confidential 34

LISP Unaware Infrastructure

WiFi

3G

Data 
Center

LISP Mapping Service Providers

I’m 
@ 3G

I’m 
@ WiFi

Map‐
Server

Map‐
Resolver

LISPmob.org

LISP 
Data 
Path 

Services



© 2011 Cisco and/or its affiliates. All rights reserved.  Attorney-Client Privileged Cisco Confidential 35

IP NetworkIP Network

Data Center 
(Cloud)

Data Center 
(Cloud)

L3 FabricL3 Fabric

App

OS

FogFog

LISP Mapping 
System

+
Fog Controller

LISP Mapping 
System

+
Fog Controller

Update 
GeoLocation

Move App
to FogApp

OS

Data Path
Control Path



© 2011 Cisco and/or its affiliates. All rights reserved.  Attorney-Client Privileged Cisco Confidential 36

IP NetworkIP Network

Data Center 
(Cloud)

Data Center 
(Cloud)

L3 FabricL3 Fabric

App

OS

FogFog

LISP Mapping 
System

+
Fog Controller

LISP Mapping 
System

+
Fog Controller

Viideo
App

OS

vWAAS

VideoAppVideoApp
Access Policy:
Use vWAAS
Service  on 
Fog

VideoApp
Location?

Go to 
vWAAS first,

then VideoApp

VideoApp
Location?

Data Path
Control Path



© 2011 Cisco and/or its affiliates. All rights reserved.  Attorney-Client Privileged Cisco Confidential 37

• Security
• Fog computing 
• Seamless, optimized connectivity, mobility, LISP
• Ad hoc networking for mobility
• Deterministic networking (wired and wireless)
• ….....
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• Enabling more “natural” ways of collaborating and 
socializing

• Communications for highly mobile exchanges
• Critical for a large set of real life applications
• Fundamental for transportation
• Enabling collaboration when not core connectivity is 

available
• Exploiting “opportunities” to communicate (Delay 

Tolerance)
• Tolerating high loss situations (Disruption Tolerance)
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• Key technology to provide non-line-of-sight communication in next 
generation advanced driver assist systems

• DSRC is the global industry standard for latency critical V2V/ V2I
communication

• eCall + DSRC are key triggers for broader CV deployment
• Cisco is investing in DSRC Communications

Joint Projects with Cohda Wireless
Working with University of Porto on Taxi Deployment
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• Need to Support Multiple Modes

End-to-end

Proxy-ed

Multi-Hop

Delay Tolerant

Disruption Tolerant

• Working with:

U. Porto and Veniam

ITTC/UPC Barcelona

UCLA

WiFi Rail/McLaren
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 Take Advantage of Node Mobility: e.g., Store-Carry-and-Forward 
(DTN)

– Store a message, carry it until an appropriate communication opportunity 
arises, forward it to a new node

 Work and Cisco Collaboration with 
UCLA (Prof. Mario Gerla, Kevin 
Lee, Giovanni Pau)

– VANET Research, Hybrid Routing 
Models with Navigation Assistance

 Work and Cisco Collaboration with 
USC (Prof. Costas Psounis)
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Video Cameras 

Mobile Devices 

Unmanned Ground 
Robots Sensor Network 

Gateways 

The Internet 

SATCOM 

UAVs 
Manned Aircraft 

Biometric Scanners Radio Over IP 
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Disaster Response Network 
Large WRoIP Network with nodes in: 

o NYC & at FDNY Fire Department Operation Center in Brooklyn 
o State of Connecticut Governors Office and Emergency Operations Center 

Multiple mobile vehicle nodes with 4G Backhaul 
o Boston at USCG Stations and Logan International Airport 

Backhaul via 4G 
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• Security
• Fog computing 
• Seamless, optimized connectivity, mobility, LISP
• Ad hoc networking for mobility
• Deterministic networking (wired and wireless)
• ….....
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• Required in Industrial Automation, 
System Control, Automotive, Smart 
Grid, Robotics, Building Automation, 
etc.

• Key Elements: (Both wired and 
wireless)

Network Ingress shaping
Network synchronization
Timely transmission
Centralized scheduling
(NP-complete optimization problem)

• Wired: Time Triggered Ethernet 

• Wireless: Over 802.15.4 for low power 
low rate (4Hz), over WIFI (802.11ac) for 
higher rate (100Hz)
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DETERMINISM
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Multi-path switching

IN
D

U
ST

R
IA

L 
AP

PL
IC

AT
IO

N
S

Wireless

Wired

Future

Safety-Critical
Relevant Innovations to Standard Networks



© 2011 Cisco and/or its affiliates. All rights reserved.  Attorney-Client Privileged Cisco Confidential 47

Source: TTTech

TIME

TT1 TT2 TT2TT1 TT1TT2

30 msec

40 msec 40 msec 40 msec

30 msec 30 msec 30 msec

TT1 TT1RC RC RC RC RCRCBE BE BE BE BE RCBE

Longest Communication Cycle in this Example: LCM(30,40) = 120msec

TTEthernet
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• Value Prop
IPv6 for mission-critical Applications

Industrial, Avionics, Telematics, spatial C&C

Cisco business in wired and wireless backbone
Converged Campus / Enterprise (adding IoE)

• Objectives
IETF standards 
Trigger open source implementation
Build Ecosystem

• Status: IETF WG creation starting

• ¼ people initially
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6TSCH

DeterministicDeterministic
Wi-Fi or 
Ethernet
(RPL Domain or 
IPv6 ND)

6TSCH

Enterprise

- ISA100 Backbone
Router

- Wi-Fi Border Router

- WiHart Backbone
Router

- WiFi/6LoWPAN RPL 
Backbone Router - 6LoWPAN Host

- ISA100 Host

- WiHart Host

- WiFi Host

Plant Control Network

• Plant Firewall

• Wireless Lan 
Controller

• Integrated Plant Security 
& Identity services



© 2011 Cisco and/or its affiliates. All rights reserved.  Attorney-Client Privileged Cisco Confidential 50

• An Introduction to the Internet of Things
• The Future Infrastructure and the Huge Role for 

Wireless Communications!!
• Enabling Technologies and Relevant Case 

Studies
• Conclusions
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• A time of exciting developments in Networking and beyond
• We need strong Research Collaborations: WE NEED YOU!!!
• Profound impact at human, social, and environmental levels
• Virtuous cycle between new applications, services, and innovative 

platforms
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• More Traditional Industry-University 
Focused Research Initiatives

• Multi-Way Research Partnerships are Key
Networking Industry-Car OEMs-Universities
Networking Industry-Silicon Providers-Service Providers 
Content Providers-OEMs
University-Industry (e.g., GSRC, Clean Slate, RadLab)

• Government Involvement
NSF – GENI
DOT - DOE
Leveraging of Defense Technologies
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